per Splegel, 3u becemper ZUL3
http://www.spiegel.de/netzwelt/netzpolitik/quantumtheory-wie-die-nsa-weltweit-rechner-hackt-a-941149.html
http://www.spiegel.de/fotostrecke/nsa-dokumente-so-uebernimmt-der-geheimdienst-fremde-rechner-fotostrecke-105329.html

TOP SECRETIISIIIREL USA, AUS, CAN, GBR, NZL

(TS) NSA QUANTUM Tasking Techniques
for the R&T Analyst

Poc: [ D

TAO RTD | Team — Booz Allen Hamilton SDS2

The overall classification of this brief is

TOP SECRETI/ISIIREL USA, AUS, CAN, GBR, NZL | Derived From: NSA/CSSM 1-52

Dated: 20070108
Declassify On: 20370801




4

(TS/SI/REL) Only R&T Analysts can submit QUANTUMTHEORY Tasking to the
QUANTUM team. TOPI Analysts can submit QUANTUMNATION Tasking through
Target Profiler. The biggest difference is QUANTUMTHEORY deploys a stagel implant
called VALIDATOR (soon to be COMMONDEER) and QUANTUMNATION deploys a
stage0 implant called SEASONEDMOTH (SMOTH). SMOTHs die within 30 days of
deployment unless requested to extend the life.

(TS//SI/REL) This presentation does not cover FAA QUANTUM, but if you identify an
active selector, compare the SIGAD in Marina to the SIGAD on the GO QUANTUM wiki
page to see if FAA QUANTUM is an option.

(TS//SI//REL) This presentation is geared towards targets seen at US- . If you are
unfamiliar with this SIGAD, it is equivalent to a TS//NF SIGAD that cannot be
mentioned in this PowerPoint. You can contact the POC of this brief for more
information.
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Web Browsing (Exploit with QUANTUM

* The concept man-on-the-side)
* QUANTUM is a man-on-the-side capability. If your target has a selector

that is active in the last 14 days, vulnerable to the QUANTUM technique,
and seen by an SSO site that has QUANTUM capabilities, then there might
be the opportunity to detect that communication in real-time and piggy
back with the requested content back into the target’s network and
implant the host.

* QUANTUMTHEORY can be used only if a TAO Project is set up (must
coordinate with your R&T Analyst)

* QUANTUMNATION can be used regardless of a TAO Project (TOPI does the
tasking in Target Profiler)

*+ The biggest difference is QUANTUMTHEORY deploys a stagel implant
called VALIDATOR (soon to be COMMONDEER) and QUANTUMNATION
deploys a stage0 implant called SEASONEDMOTH (SMOTH). SMOTHSs die
within 30 days of deployment unless requested to extend the life. The
exploit technique is the same.,

m

TOP SECRETHCOMINTHREL TO USA, FVEY 3



What is QUANTUM?

QUANTUM Generic Animation - High Level of How It Works

Internet Router

Rn & VU

Target Web Server

SS0 Site

ﬁ i\ | = SIGINT i DEVEI%mEmi SuEEurl
1 ] 1 ]
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What is QUANTUM?

QUANTUM Generic Animation - High Level of How It Works

1. Target logs into his
Yahoo account Internet Router

Yahoo's
Target Web Server

SS0 Site
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What is QUANTUM?

QUANTUM Generic Animation - High Level of How It Works

1. Target logs into his

Yahoo account Internet Router .
; h - |

1 Yahoo's

Web Server
‘; -f!

S50 Site

2. SS0 site sees the
QUANTUM tasked Yahoo
selector’'s packet and forwards
it to TAO's FOXACID Server

Target

ﬁ i\ |= SIGIN']'iDEuelsmunt SuEEurl
1 L] L] |
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What is QUANTUM?

QUANTUM Generic Animation - High Level of How It Works

4. Yahoo server receives the
packet requesting email content

Internet Router

Yahoo's

Target Web Server

S50 Site

TAO FOXACID
Server
3. FOXACID injects a FOXACID url
into the packet and sends it back to
the target's computer

ﬁ i\ |= SIGIN']'iDE\felamunt SuEEurl
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What is QUANTUM?

QUANTUM Generic Animation - High Level of How It Works

Internet Router :
> — -
e —— —

Yahoo's
Tarpat Web Server
5. FOXACID packet beats the — B
Yahoo packet back to the o #_ B
endpgint g — :
SSO Site :
TAO FOXACID
Server




What is QUANTUM?

QUANTUM Generic Animation - High Level of How It Works

Internet Router :
i — _
e —— —

Yahoo's
Target Web Server
6. The target's Yahoo webpage is
loaded but in the background the i, — e
FOXACID URL loads which » —_— _ B
redirects to the FOXACID Exploit :
Server SS0 Site -
TAO FOXACID
Server




What is QUANTUM?

QUANTUM Generic Animation - High Level of How It Works

Internet Router :
- — s

Yahoo's
Target Web Server
@ , |-
SSO Site :
TAO FOXACID
Server

7. If the browser is exploitable
and the PSP is safe, FOXACID
deploys a Stage 1 implant back

to the target




What is QUANTUM?

QUANTUM Generic Animation - High Level of How It Works

Internet Router :
- — _
R —— —

Yahoo's
Target Web Server
Target Implanted! v P_
i PR =
SS0 Site :
TAO FOXACID
Server

7. If the browser is exploitable
and the PSP is safe, FOXACID
deploys a Stage 1 implant back

to the target
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QUANTUM Capabilities - NSA

(TS//SI/IREL) NSA QUANTUM has the greatest success against <yahoo>, <facebook>,
and Static IP Addresses. New QUANTUM realms are often changing, so check the GO
QUANTUM wiki page or the QUANTUM SpySpace page to get more up-to-date news.

NSA QUANTUM is capable of targeting the following realms:

* * [Pv4 public * mailruMrcu

* + alibabaForumUser < msnMailToken64
* « doubleclickID * qq

« « emailAddr » facebook

* *» rocketmail  simbarUuid

« « hi5Uid e twitter

« « hotmailCID * yahoo

* « |linkedin * yahooBcookie

* * mail * ymail

* « mailruMrcu  youTube

« « msnMailToken64 » WatcherlID

m
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QUANTUMTHEORY - GCHQ

If a Partnering Agreement Form (PAF) is set up with GCHQ for
the CNO project, then the R&T Analyst can utilize GCHQ
QUANTUMTHEORY to include additional capabilities such as:

 ALIBABA « AOL

* « BEBO_EMAIL * DOUBLE_CLICK
« « FACEBOOK_CUSER ¢ GOOGLE_PREFID
« « GMAIL * HI5

« « HOTMAIL * LINKEDIN

 MAIL RU « MICROSOFT_MUID
* MICROSOFT_ANONA  +* RAMBLER
* RADIUS * SIMBAR

. « TWITTER * YAHOO B
« « YAHOO L/Y  + YANDEX_EMAIL
+ « YOUTUBE . IP Address

More information on: https://wiki.gchg/== »/QUANTUM _BISCUIT
If you cannot get to the link try: http://

m
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(TSHQ; UANTUM SIGDEV - QFDs

REL) Find all Selectors associated to your target (Yahoo,
Yahoo B Cookles, Facebook, Hotmail, etc) using Marina, NSA or

GCHQ QFDs.
N SA SATC QFDS
- m N B & | ; |
ALTEFEEGD QFD ke B N ] ]
G C H C Queried sSelector Alternate Selector Queried Alternate Intersection Score
Selector Selactor {1-100)
Degree Degres
fibus.lha> cracehook> q . 4
itue Cimeis &l
<itue. 164> <yahoo> 7 438 k1 59
DOGCOLLAR QFD:
Selector Tipe Enrichment Value Observations  First SeenDate  Last Seen Date
faoehonks JISILAT YUE - 29 00 000

Skip to Step 5 once you have all of your selectors...

m
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QUANTUM SIGDEV — Marina

Step 1: skip to Step 5 if you used the QFDs to identify alternate selectors

+ (TSHSI/REL) If you do not use the GCHQ or NSA QFDs you can use Marina. Run a
Marina Selector/Identifier Profile (Federated) search for a 3 month range to look for

additional selectors.
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+ (TS/HSIIREL) Once the query finishes, look at the Equivalent IDs section. This will show
you other selectors that your target is using. This is determined by linking content
(logins/email registrations/etc). It is worth verifying that these are indeed selectors
associated to your target, NSA QUANTUM works best against <yahoo> and
<facebook=>. Although, it is worth making note of a <gmail> selector for possible GCHQ
QUANTUM support or for your own notes.

Selector Summary: <= 16

Wil Cam Photos: @)

) ) Equivalent IDs: 5 New Selector Known Selector
Page 1 oii i Fiter (Money® Layoul (Defsull) » * ‘isualize In~v Save A Tools > Stalyfs: Load Compicte
[l Application Entity A |/ a® >t A9 Activity i Entity B

[ | eivial & eag &k il T
] eidall £y has display name

=i aidail e e L kas alt ud --:ql..

4 T I =51 Ve Jopsr s has alt i ol _,-',.'.;" Ll Token =

D S ] S

y IN g
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+ (TS/HSIIREL) If your search was on a <yahoo> email address, then click on Machine
IDs and look for a recent <yahooBcookie>. YahooBcookie's are unique to a specific
computer and can hold other <yahoo> addresses that are being logged into on that
computer as long as the user does not clear browser cookies. If you see multiple
<yahooBcookie> pick the most recent Last Heard date. Also higher the Num Heard is,
the more likely that selector does not change.

Rereived Messages: <= 29

Loguns: < =322
s ST
B i Enine RS New Selector I
Page 1 ot G| Filler gy - Leyvout et * Wimlalze e Seve As T Tole | Status L 3 responae
] Applation RCive LIser &® Y.L RE Haching &®YLRAW First Heard Lt Hisairdd =
1 = - meaciia ™. 0 [oompatitle; pale 8.0; wirdos snt MIILLIS L 3mar (ool ] 120G D0aSSTT
3 i e oyl QL:,.---':. ] = | LA |
1 ahios 8 hooB L ok HL205 L00LLT (50111208 100224T
....... 1143
rsclia/4.0 [compatitle; mee: 5,53 ZOILLLIG LIEAGT 20111206 MO0 IES
2 14 f Ll
1l

; <yahoo>  (Known Selector)
2 @gmail.com=<google> (New Selector)
2 <yahooBcookie> (New Selector)
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New <google> selector

Pape | 1 of 1 Al | Filew I,Hf.'lrl% Lavrond (Dastai) = = WipgsiDe T Seve A8 T Tooks T Selus Lodct Coimgide
: ) -.lpplqubl:hnn Entity & !" Y E} 2> 3 n ‘ Pty Frskity I
(TS/SI/REL) Since @gmail.com<google> is a new selector, you will want to

do a Marina Selector Profile query on it to see if there are additional accounts
associated to the target. Remember NSA QUANTUM cannot target the <google>
selector.

(TS/SW/REL) ~ ©tmatentioes M)

Faps 1 of 1 :": Fiier (Mane)~ Lenyoud (Defauk) - fre Wisusize T Save Az * Tools v | Status: Load Complete
You Caﬂ do ] Application Entity A S| Entity B
this b‘jl'r T[]l o e S——
clickingonthe -« [ Selector Detals
3 efrlx B grriasd], comy cg reng e 2 : ‘ g
selector, scroll %" o B roomledos |
down to Selector n nytics b
i i Chasts B
Profile, and click |
Seleckar Prafie ¥ Wiidow (- 50 Mmstes)
Range $ i
- Forweard Contacts: <= 32 Add To Inouky D (+]- 12 Hows)
) Reverse Contacts: & s ’ ¥ear(-1 Yaar)
%) sent Messages: 2 Prasanes Everit b S
- ed Trareal Cabal
Received Messages: <= 29
Find In .

Logins: <= 22

Passwords: 4
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W) selector Profile Search

Selector Profile
Search Name Selectar Profile [
JustFication:
Sktart Dust:
Selectors
wf Akl Remove | o Correlate
[dentifies
sl com
= imigmai .oom
sl com
Gluick- Add:| Erder ore or move selecol

FAuthority Filters

o Add g Remove

T
zeparated |

20111110 [3 OO:00:00 |v

S TImAT AN

Erd Date

Somal.comegongie: |

Reaim

google
skypeMalilolen
googls
skypaMailzen
skypeMallonen
skymeMaiTakan

googe

20120210

2310958 v

I
Paranmeters

Parameters. |

Pataretess
Pararmeters
Parameters
Pararelers
Par st 2rs

(TS//SI//REL) Change the query to search for the last 3 Months and click SUBMIT

VT
|

i
_!:'j!'!u' ]
Yesterday

This WWeek LT
Last Wesk | I}
This Manth

Last Manth

1 Dy

2 Days

3 Dawrs

5 Days

7 Days

14 Dhanys
1 Month
3 Months
6 Monkhs

1 Year
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(TS//SI/REL) Once the query finishes, look at the Equivalent IDs section and make
note of any new <yahoo>, <hotmail>, <yahooBcookie>, and <facebook> selectors and
do the same process to identify additional selectors.

Fage | 1 o Fifer (Mone)=  Leyout (Deiau) = Yiguslize b~ Seveds - Touls -  Sletus Losding Ervichments... Viailing for server respaonse
O Entity & Aa® >y LR Activity Entity B
1 T etaal momnad. comgooghe hias dspiay name
[ ettad idigmal. com<igoogle ; has displany name
[ eflai Higmal com<google > has dspiay name
4 ] eMai gl com <groge: hes deplay neme
5[] eMel Damal. comzgoge hes display name
[] etai Dol com <geoghe: has at id New Facebook Selector
:_ ezl Ty OO S google = has deplay nanms
[ ehtal homal.com<googhe has display name /
. [ =al ifgmal com <google has at id L__'IIII <yahon>
10 | [7] el Bomal com <google > b ak id <Facehooks>
11 | :I"|.|I < atsbaok = regisbered with ._3.3-"_“ cormEgooge =
12| O] emad Hiopnsl_ com Sqoonls = Fes 51w TP e
13 7 efl=d el com <aaoge has s 6 ] e
All Unique Selectors Found From Both Searches:
: <yahoo> (Known Selector
2 @gmail.com<google> (New Selector)
2 o <yahooBcookie> (New Selector)
<facebook= (New Selector)
CEEH S S S pmen .

LI = B L) = 1% =
1 ]
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(TS//SI//REL) Once you have a list of your selector(s), you will want to look at each one
separately to check for the likelihood of successfully exploiting your target via NSA
QUANTUM. We are checking to see if the target itself is seen at US- and if it is active.

(TS/HSI//REL) First we want to run a Marina Active User/Presence (Federated) search on
<facebook= for the past 14 days.

14 Days
march Active User /Prosencd {Federated)
= 3 St e Mo Facebook 1D
[ hPecent st Floation: b
S5 G dachies Lser Fresene i :
biml:tlw:mﬁhﬁtnce (Fsherated) R L 20130319 (|| o0:00:00 e ErdDater (a013pq01 £ Z3i5ms0 2ol 14 Days () |
::G-:I-I:.z- Pras=mcs Evant By IP Sddre | Basbrick Load Dabs iy
=re 1
21 GOHD Prapanca Evant By Sekactor P ——
ol |} dyrechcary
L) Brus L mod gk Remoee 2 corvaiete | F) Foremen - Safertors: 1
& |_Jcharts :
5 (] Headiress [ Changs Evbeckion] Ldartiing Poaaks Irgit @- s P
2 PsC Facstinok, Tk -
4 Prafila
3 Reemichor {Correistian] R S Prier IPEE e LI e e o i o A
1l | Speriefony Enabiia sy R oadm: 1
+ | Sumemary - T
&[] User Activicy (Selectorfdentfemr Sctry | | Sasthority Filkers
2 |1 inackChiases W
@ ) ¥achtshop o i
dwthorky
T If you have OVSC1700, check this
”.--""‘ box to search GCHQ databases
Ptk Mt art: Brokhd 2 TDES )2 Ej'
[k micace Tepdes SIGINT Developisit 2=
friteligence Topic Cegraphs ¥
et R
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(TS/HSI/REL) You will either have results or not have results. The key is to look at the

SIGAD for the results and if the SIGAD is capable of doing QUANTUM then you most
likely have a vulnerable target! To check for SIGADs that NSA and GCHQ QUANTUM
can target, type GO QUANTUM in your browser. If GCHQ QUANTUM is needed, then
work with your R&T Analyst to follow the appropriate steps on the wiki to set up a PAF.

(TS//SI//REL) You will want to look at the Marina results and make note of the most
frequent SIGAD/IP CIDR for each Active User/Presence (Federated) query

1) Selector
a) SIGAD

b) Active User IP CIDR — The CIDR will be added to the TLN's Whitelist.

-A TLN's Whitelist is a list containing the IP CIDRs your target uses. It is where the

FOXACID server will only continue with exploitation if the external IP Address of
the target/redirection is on the Whitelist for the TLN your R&T Analyst requests.
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Is My Selector Tasked for
UANTUM?

If you sent your R&T agyst a selector to task for
QUANTUMTHEORY and you want to see if it has been tasked yet,
you can enter the selector in Target Profiler and if you see “tasked
for survey” and the Technique to be QUANTUMTHEORY or
QUANTUMNATION then it is tasked! You can also see when the last
FOXACID redlrectlon took place

<yahoo> recei | 11:08:31 7
B wuine "
o Tasked for Survey
@ o
Technigue : QUANTUMTHECORY
Tasked: 2012-Dac-26 ([N <vahoo> o
Tari Last Attenypts 2Z012-Mar-01 (fail) y = S
B i b
:"r:l Tasked for Survey ts  Activity
D

Technigue: QUANTLMNATION
Tasked: 2013-1zn-2% (N
Tar{ Last Attampt: 2013-Fab-19 (suecess) n

RITENE T oo o e
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QUANTUMNATION

QUANTUMNATION uses new TAO CNE tradecraft and automation to drive broad
scale initial access, specifically an SSG cloud-analytic to identify selectors in SSO
passive collection that are viable for end-point access, and the use of lightweight
CNE implants to obtain initial access and survey data delivered to the TOPI offices
via corporate SIGINT repositories. For More Information on QUANTUMNATION check
the QUANTUMNATION wiki page

Target Profiler now shows if a selector is vulnerable to a QUANTUM exploit. If your
target is valid for QUANTUMNATION, A "Vulnerable" link in Target Profiler will
appear. Simply click the link that sends an email to request QUANTUMNATION
tasking.

<facebook=> registercd with ® 2013-Feb-22 13:51:00 7
B -
=
: Yulnmerahilities
Wulverablde bo: Qusntun A (42 days agal
Targ Us=r Agent: Mozilla/ 5.0 (iPad; CPU OS5 5_0_1 like Mac ©F ) Applewebkit/ 534,46 (KEHTHML likes dGecko)] Version/5.1 Mobile/ 34405
Safari/7534.48.3

Note: QUANTUMNATION and standard QUANTUM tasking results in the same
exploitation technique. The main difference is QUANTUMNATION deploys a stage 0
implant and is able to be submitted by the TOPI. Any ios device will always get
VALIDATOR deployed.

m
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(TS//SI//IREL) Once you have a selector, SIGAD, and IP CIDR, you are ready to start
the process for a FOXACID TLN and Tag request.

(TS/ISI//REL) Depending on the teams, either an R&T analyst or the Branch Chief can
create a TLN (Twisty Lobby Number). Contact your Branch Chief for information on
creating a TLN for each selector you want to target.

(TS/ISI//REL) Note: You will need 1 TLN and 1 FOXACID Tag per selector you task with
QUANTUM.

N S | 1S S Qe
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Step 8:

+ (TS/HSI/REL) Once you have a TLN, you will need to submit a FOXACID Tag request.

+ (TSHSIIREL) Go to https:/ nsalcgi-bin/ and fill out the appropriate
information in the top and within the body of the ticket update this information accordingly. Here is an example:

CT or Non-CT. Non-CT

Second Party/Partnering: No
Country Region/Type: " s
FISA Target: No

Type of Op: QUANTUM
Utilizing WPTT: No

Project Name: _
TLN: 12345 © Insert Your TLN
IP Range: = Insert Your Active User IP CIDR | WHITELIST
MAC Addresses: Unknown
Payload Requested: Val

Start Date: 20130401

rocs: I

MSQ Support: No

D Sl 1S S eyelopmen
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(TS//SI//REL) Once the ticket is completed, you will receive an email with the FOXACID
Tag for your TLN.

(TS//SI//REL) Go to https://* | = = = .nsa.ic.gov® findex.php and
fill out the appropriate information in the form to task your selector and tag for
QUANTUM.

(TS//SI//REL) Once your selector is tasked for QUANTUM you will see the status
changed to complete.

(TS/SI//REL) The last step it to monitor the TLN in FDJ{SEAHCH
hitps://SSEREP.nsa = = e e to look for
redirections and update the plugins or WHITELIST |f needed.

(TS/SIIREL) De-task your QUANTUM request when you hook your target!
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If
to

ou have any questions or comments about this presentation, please send an email
_at nsa.ic.gov
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