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Webinar Information

This webinar is supported by grant 2013-MC-FX-K104,
provided by the Office of Juvenile Justice and
Delinquency Prevention (OJJDP), and is brought to you
by the ICAC Training & Technical Assistance Program.

Points of view or opinions expressed in this webinar are
those of the presenter(s) and do not necessarily
represent the official position or policies of OJJDP, the

U.S. Department of Justice or Fox Valley Technical
College.

ICAC Training & Technical Assistance is a program of the
Fox Valley Technical College-National Criminal Justice
Training Center (NCJTC).
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During the Webinar

All attendees will be muted.

If you desire to ask a guestion, please use
the questions section of the GoToWebinar

dialogue box, typically on the right side of
your screen.

Please do not raise your hand for
questions, we can not unmute you.

Questions will either be answered directly
by a panelist or asked to the presenter
who will answer.
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Poll Questions

 Poll guestions may be asked during the
webinar. They are asked so we can better
understand the audience and provide the
most useful information to you.

 As they will only be open a short period of
time, please respond promptly.

| QUICKPOLL

Which best describes your role?

QuickPoil

Select one of the following:
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Post Webinar Information

e At the conclusion of the webinar, a short survey will
appear. We ask that you complete the survey in an
effort to gather information to better serve the
community in preparation for future webinars. Please
complete it before signing off.

 You will receive a link to access our law enforcement
only webinar library where you can view the recording
and access related webinar material. Due to the
sensitivity of some of the material you must be a
registered law enforcement member of the NCJTC.org
or ICACTaskforce.org websites. If you are not
currently a member, you will need to register for
access at www.ncjtc.org.
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Additional Information

Points of view or opinions expressed in this webinar are those of the
presenter(s) and do not necessarily represent the official position or
policies of OJJDP or the U.S. Department of Justice.
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Poll Questions
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Investigative BitTorrent TD / TDR (Update)

(QBitTorrent

AdRittorrent



(@ BitTorrent

www.bittorrent.com

@ BitTorrent, Explained.

from BitTorrent, Inc. 2 years anc
Are you new to the world of BitTorrent? Have you been using BitTorrent for awhile, but you're curious about how it all works?

This video, produced by the team behind the popular BitTorrent and uTorrent software, includes an overview of the BitTorrent
ecosystem and gives you great tips on how to leverage the products for your enjoyment.
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Torrential Downpour /7 Downpour Receptor

* Investigative Hurdles
— FIinding .torrent files
— Analyzing .torrents
— Torrents are shared In pieces
— Knowing hash values of files

— FInding .torrent on seized computer
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Torrential Downpour /7 Downpour Receptor

« Many new features
— Download History
— GeolP2
— Image Library
— Ip Ranges
— Filters
— Weight
— Military
— Clean up
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Torrential Downpour

Torrential vawnpo-ur C!o_nﬁguratioz . .I . . . ‘ . o

Locations

Files and Directories:

Investigations: C\nvestigate TD

Screen Captures: C:\Investigate TD'\screencaptures

Downloaded Files

oment Archive:  C:\imagelib

Enable

Image Library: ~ C:ATOI / [ ]

Web Servers:

Toments: ihttps -//secure ep2p us/tips2/Stream Toment aspx ‘
Queries: |“http3 //secure ep2p us/bittorentget asp \

GeolP-City Updates:

(/] Enable  Legacy GeolP URL: |hﬁp:f‘x"geol'rte.ma:u'nind.cnrn,v"l:ln'.vnluadfgeoip.u"database.«“GeoL‘rtthv,r.dai.gz \

GeolP2 URL: |hﬂps -//secure icaccops.com/users/download/geoip2 zip \

[7] Disable use of GeolP2

1" Geetveame] [ ok | (o)
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Torrential Downpour

Torrential Downpour Configuration 2 . O 4 - "

Locations | Options | Investigator | Advanced

TCP Listener:
TCP server Portt: 0

Handshake Version:

@ 40D40- (ibToment 0.13.4) ~ ©

Reschedule Downloads:

1080 | Hours after entire toment 12 | Hours after all possessed pieces

File System:

@m directory characters: 0 >@m full path characters: 0 >
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torrent weights

Infohash or Weight

“|Infohash Weight

817e0637dd4bdfdb4bc032408da650391d8fd609|9

c8685605d51b4b7bdfeef9f441b93a16411be5bf |9

0f8fc20786be858df001f93a34c8d49554e841c5 |9

8b687670eb33dbfd3f386a5f4466262477f7e22f |9

3aeed2678db8a0494b7c4f21e2174cb21f510c60 |9
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torrent weights

e 9 — Worst of the Worst
« 5 — Default weight, not evaluated yet

« 1 — Clothed children, not illegal
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Torrential Downpour

Country: s Set Default Load
Region: imum Tomrent
_ _ _ No minimum  *
Cities: @ Al (0 Single () Multiple TS
== imed
IP Address: 7
2 |
9
ue Wed Thu Fn
Queries:
- 8] 9 10 11
Frequency: |10 [ minutes 13 14 15 16 17 18
B _ 20 21 22 23 24 25
Age: |30 5 minutes  Madmum resutts: 300 < 27 28 29 30 A 1
_ 3 4 5 B Fi 8
Retention: 01:00 %+ hh:mm | | Today: 3/8/2016
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Torrential Downpour Receptor

@stigations: CInvest TDReceptor >

I* ‘_,' LRSI LSS NLaES 1} IJU"II'I\J’“I I\L\_\_le wlllls“l“llull
Locations | Options | Investigator | Advanced |
Directores:
(
Downloaded Files (Optional):
Toment Archive: CATOI
Image Library: C:\imagelib
Law Enforcement Server:
[ Server: secure.epZp.us
Ports:
i TCP Port: 6881

DHT (UDP) Port: 21060 7 Enable DHT

National Criminal Justice Training Center
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Torrential Downpour Receptor

B — '-
b « Torrential Downpour Receptor Configuration

Locations | Options | Investigator l Advanced }

Downloads:

Log netstat Use suggested names Priortize FOI Upload hashes

Notffications:

@ No email notifications () All downloads () At least one piece () At least one file

Miscellaneous:

Color history rows (] Minimize to tray

Startup:
[] Auto start TCP [] Auto start search
Ll
Limits:
No activity: 2 hours - No pieces: 4 hours - Minimur toment weighf: Enable

Packet Capture:
N [7] Wam at startup # not monitoring [~ Prevent downloads # not monitoring

.
rlmmwmihmm—n
=
\
b
@
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Torrential Downpour Receptor

:@ Torrential DownpouE Rec:épﬁor Configuration

‘ Locations | Options | Investigator | Advanced

|dentification:

MName: Email:

License:

Mail Server (optional):

Host: smtp projectp.ca Port: 587 lse S5L Test
Login: ruares1010 Password: eeesssse Confirm:
Cﬁtemate Email (optional);  7245551212@vtext.com Motify both addresses
|
|
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Torrential Downpour Receptor

:@ Torrential DownpouE Rec:épﬁor Configuration

‘ Locations | Options | Investigator | Advanced

|dentification:

MName: Email:

License:

Mail Server (optional):

Host: smtp projectp.ca Port: 587 lse S5L Test
@iﬂ: ruares 1010 ) Password: eesssse Confimm:
Altemate Email (optional);  7245551212@vtext.com Motify both addresses
|
|
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Torrential Downpour Receptor

— ——— .
| Torrential Downpour Receptor Configuration i

Locations | Options | Investigator

Handshake Version:

Advanced

GeolP-City Updates:

@ +40D40- (ibToment 0.134) ~ © | [

Enable Legacy GeolP URL: hitp://geolite maxmind.com/download/gecip/database /GeoliteCity dat gz

GeolP2 URL: https://secure icaccops.com/users/download/geoip2 zip

[ Disable use of GeolP2 )

File System:

Maximum directory characters: 0 Maximum full path characters: 0

National Criminal Justice Training Center
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Torrential Downpour Receptor

. UMass RoundU Forens:

e

Q0D @dow = o B

:Llsten Stop | Search Pause Hlstnry Filters Allow Ignore Verify FRemove | Torrent Diagnosk Ports

IF Address Location Info Hash W

Filttered: 2600:1005:b053:32cbh:82fela:d398:5df1

' Current Status: Contacting trackers
Jobs Finished: 30
Observations Logged: 132
Current Info Hash: 0d614222286fdf07635bd1f777dbeb3242dd1c9a
Current Unique Peers: 0

Previous Error:
DHT State: Ready @ LMH-‘I\}/-II-%{S%ST

National Criminal Justice Training Center 23



Torrential Downpour Receptor

= By B S | o
= @ ldle B = B =

History Filters Allow Ignore FRemove Torrent  Diagnose Ports

AL i) L ‘1

UPnP

et

Mo Universal Plug and Play (UPnP) infermation could be obtained. You
may not be connected to a compatible router, or maybe UPnP is
disabled on your router.

You may be able to manually configure port forwarding using your
rocuter's configuration.

If running within a virtual machine (VM), you may need to configure
port ferwarding for both your VM and router.

National Criminal Justice Training Center
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Torre

ntial Downpour Receptor

' UMass RoundUp

% QO = & dlo

; L[:ten Stop Search Pause | History | Filters Allow Ignore Vi

Remove

Torrent

)=

Diagnosej Ports

IP Address Location Info Hash

\_/Flles

Fitered: 2600:1005:b053:32cb 82 fe0a:d398:5df 1

| Current Status:
Jobs Finished:
Observations Logged:
Current Info Hash:
Current Unique Peers:

Previous Error:
DHT State:

Contacting trackers

30

132

0d614222286fdf07635bd 1f777dbeb3242dd1c9a
0

Ready

National Criminal Justice Training Center
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Torrential Downpour Receptor

w Diagnostics iﬁj

6 Has a license been configured?
s the ICAC server available?
Has a filter been configured?

ls the program listening on its TCP port?

PQOOPOOOD

ls the TCP port open?
|
ls DHT enabled?
'l Is the DHT UDP port open?
-
. ls searching enabled?
|
| [ Diagnose ] l Exit ’
L
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Torrential Downpour Receptor

-

w" Diagnostics

) |

@ Has a license been configured?

s the ICAC server available?

Has a filter been configured?

ls the program listening on its TCP port?
Is the TCP port open?

|s DHT enabled?

L XOR | RORON |

Is the DHT UDP port open?

@ |s searching enabled?

One or more problems detected

Details...

l Details... J

| Details... ’

National Criminal Justice Training Center
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Torrential Downpour Receptor

- T —
! Torrential Downpour Receptor Configuration

Locations I Options | Investigator | Advanced

Handshake Version:

@ +0D40- (ibTomert 0.134) + ()

GeolPCity Updates:

Enable Legacy GeolP URL: http://geolite maxmind com./download/gecip/database/GeoliteCity dat .oz

GeolP2 URL; https://secure icaccops.com/users/download/geoip2 zip

ile System:

Maximum directory characters: 0 | Maximum full path characters: 0
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Torrential Downpour Receptor

' UMass RoundUp Forensics T " 31 ==t )

=

Listen Stop | Search Paud i ilters Allow Ignore Verify | Remove @ Torrent Diagnose Ports

IP Address Location Info Hash Files

Filtered: 2600:1005:b053:32ch:8f2feDa:d358:9df1

l Current Status: Contacting trackers
Jobs Finished: 30
Observations Logged: 132
Current Info Hash: 0d614222286fdf07635bd1f777dbeb3242dd1c9a
Current Unique Peers: 0

Previous Error:

. UMASS
DHT State: Ready @ AMHERST
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Torrential Downpour / Receptor

Location Client Status Pieces Acked  Witten Files Completed  Started Stopped
LS. PA Pittsburgh 50.254.196.133:23874 Finished 248 248 248 9 9 20160305 08:46  2016-03-05 08:46
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Torrential Downpour Receptor

' UMass RoundUp Forensics T " 31 ==t )

Listen Stop | Search Pause  Histdgy @ Filters Allglh Ignore Verify | Remove | Torrent  Diagnose Ports

IP Address Location nfo Hash Files

Filtered: 2600:1005:b053:32ch:8f2feDa:d358:9df1

l Current Status: Contacting trackers
Jobs Finished: 30
Observations Logged: 132
Current Info Hash: 0d614222286fdf07635bd1f777dbeb3242dd1c9a
Current Unique Peers: 0

Previous Error:

. UMASS
DHT State: Ready @ AMHERST
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Torrential Downpour Receptor

ACCEPT: Subnet 192.168.1.0/24

REJECT: IP 128.119.245.68

ACCEPT: Location US.MA.* (GeolP2)

ACCEPT: Location US.PA Philadelphia (Legacy)

Add. | | ok | [ Cance

National Criminal Justice Training Center




Torrential Downpour Receptor

| Add Filter

Coordinates:

Type:

() Location @ Coordinates () Miltary
(") IP Address () Ewenything

Geo Location Database:

Country: |US (United States)

@ GeolP2 () GeolP Legacy
Action:
,,| @ Accept ) Reject

Region: PA [

v J Notification:

Latitude: |

Distance:

Longitude:

@ Miles

) Kilometers

| Send alert after handshake

National Criminal Justice Training Center
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Torrential Downpour Receptor

[ www.latlong.net

To make a search, use the name of a place, city, state, or address, or click the lo

Place Name

Indiana, pa

Add the country code for better results. Ex: London, UK

Latitude Longitude
40.621455 -79.152535

Map Satellite

National Criminal Justice Training Center
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Torrential Downpour Receptor

Add Filter

Type:
S (United States) = - =
LA () Location () Coordinates @ Military
PA () IP Address () Ewenything
Iri::jl o
Action:
US (United States) © Accept () Reject
Region: [PA Notification:
[T] Send alert after handshake
Pj.;‘]-\
Military:
Country: [JP (Japan) v
Region: l V]
Represented Country: [US {United States) v]

National Criminal Justice Training Center
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Torrential Downpour Receptor

Militany:

Courtry: |JP (Japan) -
Region: [ 7:
Represented Country: [US (United States) v:

National Criminal Justice Training Center
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Torrential Downpour Receptor

Add Filter

Type:

US (United States) = = = y e
S EE () Location () Coordinates () Military

@ IP Address () Evenything

Action:

@ Accept ) Reject

Region Notification:

[T Send alert after handshake

|IP Address, Range, or IP Address / Subnet Bits (CIDR):

24242424 -24242432

oK || Cancsl

National Criminal Justice Training Center
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Torrential Downpour Receptor

IP Address, Range, or I[P Address / Subnet Bits (CIDR):

2424 24 24 - 24 24 24 37

National Criminal Justice Training Center
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Torrential Downpour Receptor

IP Address, Range, or I[P Address / Subnet Bits (CIDR):

24 24 24 0/24

National Criminal Justice Training Center
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Torrential Downpour Receptor

Inbound Connection Filters

ACCEPT: Subnet 24 24 24 (/24

ACCEPT: Range 24 24 24 24 - 24 24 24 3{)
ACCEPT: IP 24 24 24 24

ACCEPT: Location US."" (Legacy)

National Criminal Justice Training Center



Torrential Downpour Receptor

RIEICIE

= B =

o Qa -

Listen Stop | Search Pause | History @ Filters Allow Ignof\e Verify | Jemove | Torrent = Diagnose Ports

IP Address Location nfo Hash =~ ==’ Files

Filtered: 2600:1005:b053:32ch:8f2feDa:d358:9df1

l Current Status: Contacting trackers
Jobs Finished: 30
Observations Logged: 132
Current Info Hash: 0d614222286fdf07635bd1f777dbeb3242dd1c9a
Current Unique Peers: 0

Previous Error:

. UMASS
DHT State: Ready @ AMHERST

National Criminal Justice Training Center
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Torrential Downpour Receptor

’ w Verify Filters == Iﬂ

Enter |P address, info hash, or infohash @ipaddress:
216.41.224.1 Check | [ Dismiss |

Results:

Accept/Reject: Accepted

IP Address: 216.41.224 1

IP Address Match: ACCEPT: Location US.** (Legacy)
MNotify: No

MNotify Match:

Info Hash: <not tested>

Info Hash Match:

GeolP2:

Country: US (United States)

Region: PA (Pennsylvania)

City: Indiana

Military: No

Represented:

Latitude: 406224

Longitude: -79.1454
GeolP Legacy:

Country: US (United States)

Region: PA (Pennsylvania)

City: Indiana

Latitude: 40.6224060058554
Longitude: -79.1454010009766
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Torrential Downpour / Receptor

Location Client Status Pieces  Acked  Wrtten

US.PA.Pittsburgh

Filter info hash...
Filter IP address...
Filter info hash and IP...

Copy location
Copy client
Copy IP address
Copy info hash

National Criminal Justice Training Center
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Torrential Downpour / Receptor

Location Client Status Pieces  Acked V¥
US.PA Pittsburgh 50.254.196.133:23874 | Finished [ 248 [248 |3

< | i

|  Delete. ||  Fer. | | View..
[Suspect Viewer... ] [ Open Case... (\][ Archive All... ]

Ci\InvestigateTD ~————
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Image Library

) https://feeble-industries.com/forums/

- Bookmarks ‘[:Z EZTV - TV Torrents ¢ [ Megan's Law Public f§ Tourist \

pch B ’ ;Etﬁglit!Pdustﬁes

reating ¥ communities

= Quick links (Z) FAQ

{"; Board index
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Image Library

| & Installerv1.2.00

The selected application will be saved to a new folder on your desktop. Once
downloaded, you may move the new directory to the location of your choice.

Application to install CP Database vl [ Install ]

Application description  Import and manage any size image and video collection with support for
SHA1, MD4, and eDonkey hash lookups

Latest changes for CP Database

»

Download progress

Status
Click 'Install"to install CP Database to \\psf\Home"Desktop"CPDatabase

Contact Eric Zmmeman at 801-514-4064 with any problems
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Image Library

| _backups
| Files
. plugins
1) CP Database.exe

| CPDatabaseManual.pdf

| files.db3
&) hbvlc.dll

= lbvlccore.dll

National Criminal Justice Training Center
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Image Library

File Tools Help

Hash values
(8o ) [Pame ] [Sover ) (Fomer ) (e |
Hash type U
() SHA116 @ SHA132 () MD5 () eDonkey Lookup ew a

00:00 00:00 Play speed: 1x Ready

Lookup results
Drag a column header here to group by that column

Ready to search Total files in database: 22 31072016 8:29:31 AM i Thssoftwareisuplodate. i

National Criminal Justice Training Center



Image Library

g T s
| @ Download History (Last refreshed 3/10/2016 8:30:16 AM. Excludes current active a
e ———————————————————————————————————————————————]

Location Client Status Pieces  Acked
US PA Pittsburgh 50.254.196.133:23874  Finished 248 248
US.PA Pittsburgh 50.254.196.133:23874 Finished 319 315

1
Delete | Filter | Folder | ‘

T\ TnvectinateTH

Suspect Viewer... [ Open Case... (L[ Archive All... ] ’

S ——

National Criminal Justice Training Center
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Image Library

File

Ha

Tocls

Help

E@ Import files

-

a4,

£3) Settings

> Export hash list

A Saend feadharl
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Image Library

| Delete imported files and source files already in database

7] Copy new files to separate folder

(35 File import information 57 Excluded files Messages
Thread File name
1
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Image Library

Browse For Folder

Click ‘Import

Import files

Import recursively
| Delete imported files and

"] Copy new files to separate

File import information I.A"
Thread
1

File name

Select a folder to import files from

Bl Desktop
s Libraries
> & rerdely
4 M Computer
» <4 Floppy Disk Drive (A:)
a & Local Disk (C)
1y Ares Investigations
l\ b imagelib\
M 2D
15K

JE

[y »
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Image Library

@ Ready to import

Files found: 20
Total file size (MEB): 9.06

The fellowing settings will be used:
Recursive import: True

Delete existing and/or imported files: False
Copy new files to separate folder: False

National Criminal Justice Training Center

56



Image Library
Q dowitieadhe .'L‘-. e

Hash values

SKZEQOEHYTVXYCTEVEKTMEZLV75XM4KE
2DSI@WNVUINBKETYGABD75INSKGSL2YID

T

I

’ Stop ] l Pause } [ Faster ] l Mute }

Hash type U
) SHA1 16 @ SHAT22 ©)MD5 () eDonkey Lookup

00:00:33 00:02:38 Play speed: 1x Playing

Lookup results

Drag a column header here to group by that column
SHAT Base 16 SHAT Base 32 eDonkey MD5
| CADATIOO T ACD T NATEAGIRICTRIRBACCERTLT1 41 | R 7ENMNENYTWNYC TOWEKTRMET WITRYRMALT | 1A1REARTAANICCRT A1 ACNT 2ROGTNOD ‘ RNE1NMNEYTAATIAACTATRICNCE2RT
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Torrential Downpour Receptor

B — '-
b « Torrential Downpour Receptor Configuration

Locations | Options | Investigator l Advanced }

Downloads:

Log netstat Use suggested names Priortize F( Upload hashes

Notffications:

@ No email notifications () All downloads () At least one piece () At least one file

Miscellaneous:

Color history rows (] Minimize to tray

Startup:
[] Auto start TCP [] Auto start search
|
Limits:
No activity: 2 hours - Mo pigces: 4 hours - Minimum torrent weight: Enable
| 1
Packet Capture: %
N [7] Wam at startup # not monitoring [~ Prevent downloads # not monitoring é_
7
8
9

| [ cancel |

National Criminal Justice Training Center
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Torrential

Downpour / Receptor

FOI1?||Shal Md5
Cunt (Pthc - 5m45s).mpg Yes ||5a04dd7ed2ae730f715b269ff553b8dab21797b6 |[e19dc717
e 6yo and dad.mpg Yes |4008122eea74c242bb977053f1df2a4c22805b8c||85329458

Yes |(|84473718fd96210136e5031bfeff8ea9ddc0c08e ||cclfaedbt
e Yes ||6e24fd17667adcd3e64a779fa38ab349065ad272 ||28a30£9f
, Cum And Wants More {4.5

Yes

Yes

No
ter 2Yo Jenniefer Sofie Verm Suck ||, _

National Criminal Justice Training Center
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Torrential Downpour / Receptor

—
A0 1 llng A

BitTorrent Downloads
Select Country: United States

Select Region: Pennsylvania

Time Limit: Investigative downloads in last 3 days

Select City:
IP Address Submit

[Case Opened|[Search Warrant Executed [ iGuNG008

=eMule |[F=Freenet ||GI=Giga |[G=Gnutela ||GB = Gnutella Browse

1fohash | [Files|[IP Address  |[DL Date [Software |Region |City
cf546... |4 |[71.1 3/10/2016|[uTorrent 34.5  [PA  |[Kingston
adlda..|4 |24.1 3/9/2016 |[BitLord 2.3.2-254 |[PA  ||Oil City
adlda..|3 [24.1 3/9/2016 |[BitLord 2.3.2-254 |[PA  ||Oil City
ed8af... |1 [74.9 3/9/2016 |BitTorrent7.9.5  |[PA | Mechanic:
ed8af.. 2 [74.9 3/9/2016 |BitTorrent7.9.5 |[PA  |Mechanic:
ed8af... |1 [74.9 3/9/2016 |BitTorrent7.9.5  |[PA | Mechanic:
96.2 3/9/2016 |uTorrent3.12  |[PA  |Levittown
b50c3...[[1  [96.2 3/9/2016 |uTorrent3.12  |[PA  |Levittown

196.2 3/9/2016 |uTorrent3.12  |[PA ||M
lrmnmmnie llLmmain 1A lhna lhr aczeemed




Torrential Downpour / Receptor

Opt Out (If you don't want your downloads in this list)

BitTorrent Downloads

Select Country: United States

Select Region: Pennsylvania

National Criminal Justice Training Center
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Additional Information

Points of view or opinions expressed in this webinar are those of the
presenter(s) and do not necessarily represent the official position or
policies of OJJDP or the U.S. Department of Justice.
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