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Webinar Information

This webinar is supported by grant 2014-MC-FX-
K003, provided by the Office of Juvenile Justice and
Delinqguency Prevention (OJJDP), and is brought to
you by the ICAC Training & Technical Assistance
Program. Points of view or opinions in this
document are those of the author and do not
necessarily represent the official position or policies
of the U.S. Department of Justice or Fox Valley
Technical College.

ICAC Training & Technical Assistance is a program
of the Fox Valley Technical College-National
Criminal Justice Training Center (NCJTC).
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During the Webinar

« All attendees will be muted.

« If you desire to ask a question, please use
the questions section of the GoToWebinar
dialogue box, typically on the right side of
your screen.

* Please do not raise your hand for
questions, we can not unmute you.

* Questions will either be answered directly
by a panelist or asked to the presenter
who will answer.

National Criminal Justice Training Center



Poll Questions

» Poll questions may be asked during the
webinar. They are asked so we can better
understand the audience and provide the
most useful information to you.

* As they will only be open a short period of
time, please respond promptly.

[ QUICKPOLL
Which best describes your role?

QuickPoll

Forensic Examiner
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Post Webinar Information

« At the conclusion of the webinar, a short survey will
appear. We ask that you complete the survey in an
effort to gather information to better serve the
community in preparation for future webinars. Please
complete it before signing off.

* You will receive a link to access our law enforcement
only webinar library where you can view the recording
and access related webinar material. Due to the
sensitivity of some of the material you must be a
registered law enforcement member of the NCJTC.org
or ICACTaskforce.org websites. If you are not
currently a member, you will need to register for
access at www.ncjtc.org.
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ICAC TASK FORCE

A BitTorrent Case Study

Detective Robert Erdely




Objectives

* |dentify the torrents to investigate

* Configure Torrential Downpour /
Torrential Downpour Receptor

 Research on ICACCops.com
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WWW.ICACCOPS.COM/USERS

EMULE ARES FOI IRC GIGATRIBE

RY ‘ IH DESC. \ IH SEARCH TOP OFF OFF. MAP DL HISTORY
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e - ———m =

Infohash Weight

cB685605d5 1b4b7/bdfeef9f441b%3a16411bebbf |9

817e0637/dd4bdfdb4bc032408da650391d8fd602%

Bb6876/7/0eb33dbfd3f386a5f446626247 7T fell2f |9

Description

Total size of files: MegaBytes = 505 Number of files: 17 Number of Files Of
Interest: 16. This collection of movie files include ones which depict the sexual
assault of toddlers.

Total size of files: MegaBytes = 684 Number of files: 2,809 Number of Files Of
Interest: 2,780. This collection of movies and images contain some which depict
infants children being sexually assaulted.

Total size of files: MegaBytes = 800 Number of files: 4,669 Number of Files Of
Interest: 3,356. This collection includes Images and Movies which depict infant
children being sexually assaulted.
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* |llinois ICAC first identified 817e

 Requested a list of all offenders with that
torrent

* Conducted numerous investigations

 Conducted polygraph interviews on the
same day as the search warrant

 80% of the offenders admitted to a contact
offense.
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Lookup available to find offenders

ISTORY IH DESC. TOP OFF OFF. MAP DL HISTORY

Select Country: United States
Select Region: Pennsylvania
Download Candidates for Infohash: 817e0637dd4bdfdb4bc032408da650391d8fd609
Download candidates|City Last Seen
72.95 Belle Vernon 3/27/2015 4:17:18 PM
50. 150 Hughesville 3/25/2015 4:54:26 PM
50. 15— Muncy 3/25/2015 3:12:34 PM
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Click on IP to see the history

History for IP Address: 72. R
Show Direct Connects

Bittorrent Infohash

Country

Re

817e0637dd4bdfdb4bc032408da650391d8fd609@72. (R 6: 58302

Us

P/
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Click on “Show Direct Connects”

History for IP Address: 72. (N

Bittorrent Infohash

Country

Region

City

Date / Time

This Client is Firewalled
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Click on “Show Direct Connects”

History for IP Address: 50.152.126.16

Bittorrent Infohash Country Region City Date / Time
b5574096cb77ae7e0a40e7946bf73132202985db@50. 15 AR Us PA Hughesville  |3/25/2015 3:31:18 PM
BT Pieces:390 BT Files:81 [Percent Has:12 [Has Pieces:47 |Has Files:1
b5574096cb77ae7e0a40e7946bf73132202985db@50. 15 GG LS PA Hughesville  |3/25/2015 3:27:25 PM

This Client is not Firewalled
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Manually Target IP in Torrential Downpour

© = *® |d

5D File\ SSD Web /Schedule | History Ignore Allow Details B

817e0637dd4bdfdb4bc032408da650391d8fd609@72.11.11.11:51302
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Just Download targets with specific
infohashes

] i ¥
o =
S5D Web Schedule  History Igndye Allow | Dftails

_ Pending | g Finished Queries
lent Fiec.. Has Writt.. State Star

@ Whitelist - Schedule Only These Tﬂrrem

c8685605d51b4b7/bdfeefif44 109321641 1bebbf
817e0637dd4bdfdb4bc032408da650391d8fdE03
8b6&76 /0eb33dbfd3f366a5i44662624 7 /f /e 2f
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But Why Limit Yourself...

Location

LS AL Mabile

LS. .MD Stevensvile
LS. .MD Stevensvile
LUS.MD Stevensville

Cliert

Status Fieces
aborted 576
aborted 576
aborted 576
aborted 576

Acked

BEEd

Files

1726
1726
1726
1726

Completed
1687
1687
1687
1687

Started

2015-03-23 00:50
2015-03-20 02:43
2015-03-23 0056
2015-03-23 22:41

Stopped

2015-03-23 04:10
2015-03-20 16:18
201503-23 08:33
2015-03-24 07:23

Info Hash

5 3d0d5edcf4
5 3d0d5edcf4
9 3d0d5edcf4
9 3d0d5edcf4

National Criminal Justice Training Center



ICACCops can list your downloads
which my help other investigators

Download By Infohash |[Files [P Address DL Date [Software
Chris Stouch aa524a...|[1  |[204.2 N|[3/30/2015|[uTorrent 3.4.2
Chris Stouch 0f3248...|4 |24  |[3/30/2015|[uTorrent 3.4
Michael Henricks |[842865...[[15 [[108.3 i |[3/30/2015|[uTorrent 3.4.2
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What about Torrential Downpour Receptor...
e UMass RoundUp Torrential C

HOO |

Listen Stup Search Pause

L8685605d5 1b4b Thdfeef K44 109321641 TheShf
B1720637dd4bdfdbdbe032408da650391d8d609
oo 68 76 70eb33dbfd ¥ 3862 44662624 T K 7e 2
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BitTorrent Case Study

ONE
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BT Receptor

File  Limits

EQ0S@olem » O

Listen Stop @ Search Pause | History Filters Allow Ignore | Remove | Torrent | Diagnose Ports

IP Address Location Info Hash Files i
54 211 200 253 US VA Ashbum BhBE7670eb33dbfd F IBRaF 446R2624 7T A Te 2 X 0

65125 242 56 US AZ Tucson BhBE7670eb33dbfd F IBRaF 446R2624 7T A Te 2 X 0

54.211.200 253 US. VA Ashbum 8b687670eb33dbfd F IBEabf 446626247 F Je 22 0

54.196.170.155 US. VA Ashbum 8b687670eb33dbfd F IBEabf 446626247 F Je 22 0

6711721596 U5 AZ Tucson Bb6E7670eb33dbfd F IB6aEf 446626247 Te 22 0

173.209.211.195 us c2685605d51bdb 7hdfesf ¥ 44 105321641 1bebbf 0

65.189.220.33 US.OH . Canton 817e0637dd4bdf db4bc032408da650391d8fd609 730

24126193129 US GA Atlanta c8685605d51b4b Thdfesf 44105321641 1bebbf 0

17363245110 US.MJ.Monmouth Junction c8685605d51b4b Thdiesf ¥ 44105321641 1beSbf 0 =
7412711565 US . GA Butler 81720637dd4bdidb4bc032408da650351dB 605 0

7424225019 US.NC Chapel Hil 81720637dd4bdfdb4be 0324084265035 1dB 605 0

Fittered: 124.229.128.69

Current Status: Sleeping
Jobs Finished: 8501
Observations Logged: 1071260
Current Info Hash:
Current Linique Peers:
Previous Error:

DHT 5State: Ready &IXI?HL&%
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BT History

o] [=]a] x

.l Ii ' qll i .
File

Location Status Acked Files Completed Started Stopped Info Hash

US.MI.Fammington aborted 375 101 4669 1257 201503270116 2015-03-27 1055 Bb68T670eb33dbfd 3 386a¢
Us.mi aborted 215 50 4665 850 20150326 1718 20150327 03:.07  Bb687670eb33dbid 3 386"~
us aborted 37 20 2809 569 20150308 1519 20150308 18:15  817e0637dd4bdfdbdbclid2
us aborted 213 25 2809 543 201503-08 10:01  2015-03-08 13:25  B17e0637dd4bdfdbdbclid?
us aborted 241 22 2809 470 20150308 11:25  2015-030814:43  817e0637dd4bdfdbdbclid2
us aborted 148 40 2809 458 20150308 06:01  2015-03-08 10:08  817e0637dd4bdfdbdbc 32
us aborted 180 23 2809 445 200150308 08:08 20150308 11:37  817e0637dd4bdfdbdbc 2
US.AZ Tucson aborted 800 15 4665 405 20150308 01:03  2015-03-08 07:04  Bb6ET670eb33dbfd3f386a!
US.GA Douglasville aborted 685 635 10 2809 74 200150308 0732 20150308 10:44 817e0637dddbdfdbdbe 2
US.NE.Ashland aborted 685 136 61 2809 338 201503-2506:53 20150325 11:00 817e0637dd4bdfdbdbclid2
us aborted 685 270 13 2809 333 20150308 13:01  2015-03-08 15:55  817e0637dddbdfdbdbcli3?
US.CA Dicon aborted 685 118 25 2809 329 2001503141505 201503150307  817e0637dd4bdfdbdbc 32
US.NY Watertown aborted 685 314 2809 325 201503152018 20150316 04:20 817e0637dd4bdfdbdbe 32
US. TX Adington aborted 801 800 4665 288 200150314 14:05 20150314 16:13  Bb687670eb3I3dbfd ¥ 386at
US.MI.Famington aborted 20 407 4665 286 201503-2713:35  2015-03-2716:31  Bb6ET670eb33dbfd 3 3863t
us aborted 685 51 2809 241 20150308 01:36  2015-03-08 06:04  B17e0637dd4bdfdbdbclid?
us aborted 685 2594 2809 217 20150308 14:38 2015030817159 817e0637dd4bdfdbdbcid2
US.CA Dicon aborted 685 200 2809 213 201503-1508:58 2015-03-1516:32  B17e0637dd4bdfdbdbc 32
us aborted 685 515 2809 202 2001503-2503:32 201503250814  817e0637dd4bdfdbdbc 32
US.NJ Fort Lee aborted 685 685 2809 158 20150322 12:55  2015-03-22159:38  817e0637dd4bdfdbdbci32
US.TX Schertz aborted 685 243 2809 154 2001502251750  2015-02-2523:57  817e0637dddbdfdbdbelid2
US.NC Weaverville aborted 685 685 2809 170 2001503150755 201503191318 817e0637/dd4bdfdbdbe(32
e . . . === R e e ——

Open Case... | Use colors | Fiefresh | | Done |

A
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BT Logs

2015-01-09 22:09:30 - Torrential Downpour Receptor version 1.18

2015-01-09 22:09:30 - Remote client at IP address has connected to us

2015-01-09 22:09:30 - Remote client using TCP port 50073

2015-01-09 22:09:30 - Qur system local IP address is 10.0.1.23

2015-01-09 22:09:30 - Our public IP address is

2015-01-09 22:09:30 - Using local time (GMT-06:00)

2015-01-09 22:09:30 - Successfully exchanged handshakes

2015-01-09 22:09:30 - Info hash sent by remote client: 817e0637dd4bdfdb4bc032408dab50391d8fd609
2015-01-09 22:09:30 - Client sent us a peer id of 2d4654313030302d2e7e43545330756575734b36
(version: -FT1000-)

2015-01-09 22:09:30 - Peer id we sent to the remote client:
2d6c74304339302dc679773e273bbfcb58d06f0d

2015-01-09 22:09:30 - Extended handshake data from client: m=<dictionary>, metadata_size=237948,
p=6831, reqq=250, tr=0x495aa659bf5a803fd7279%cchc4c8508375469290, v=libtorrent/0.15.5.0,

yourip=
2015-01-09 22:09:30 - Received version in extended handshike: Ilbtnrrentj'ﬂ 15.5.0
2015-01-09 22:09:30 - Extended handshake from remote client aeilress as:

National Criminal Justice Training Center




Suspect Viewer/Logs

Suspect

IP Address:

Client: -BT7920- Bt Toment 7.9.2

(Guid:

Infohash:  817e0637dd4bdfdb4bc(32408da650391d8fd605
MNickname:

Intemal IP:

Mo of Files in toment : 009

Partial Downloads: Fis
Completed Downloads 1462
ISP:

| Start Investigation ICALC Cops |

National Criminal Justice Training Center



ISP Subscriber Info

TWANLMAIYI IOl ©ICLIIVIOIC LOS3TOIOeET owaArd

The State of Texas: To the Sheriff or any Peace Officer of Collin County, Texas, or any Peace Officer of the
State of Texas:

Whereas, the affiant whose name appears on the affidavit attached heretois a peace officer under
thelaws of Texas and did heretofore this day subscribe and swear to said affidavitbefore me, and whereas
I find that the verified facts stated by affiant in said affidavit show that affiant has probable cause for the
belief he/she expresses herain and establishes existence of proper grounds for issuance of this Warrant for
Stored Customer Data or Communications under Article 18.21, Section A of the Texas Code of Criminal
Procedure.

Now, therefore, you are commanded to execute this warrant by serving it upon the below-listed
provider thrnugh any permissible means pursuant to the Texas Code of Criminal Procedure Artide 18.21,
Section 5A, to-wit:

Time Warner Cable/RoadRunner / Subpoena Compliance
13820 Sunrise Valley Drive, Herndon, VA 20171
Phone — (703) 345-3422 Fax — (704) 697-4911

The employees or agents of the above-listed provider are hereby ordered to furnish the Affiant
hereof with the following electronic customer data from the providers’ electronic storage as required by
theTexas Code of Criminal Procedure Artide 18.21, Sechion 54, to-wit:

Records pertaining to: Tnternet Protocol (IP) Address between
PM CT and PM CT.

s  Subscriber information, to include subscriber's name, address, date of birth, status of account,
account history, service address and billing address. ANI, and method of payment.

Connection log data for most recent log-ins

Internet connection log data

User information on the subscriber utilizing this [P address at the date/time listed.

A list of definition pertinent to the records supplied

e Said records shall be supplied in digital format
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ISP Subscriber Info

Session Details (Times Are GMT/UTC-0000)
[P Address:

Start Time:

Stop Time:

Duration: 0d 19h 23m 22s

Subscriber Information
VOL Account Number:
Account Creation Date:
Customer Name:
Account Address:

Daytime TN:
Portal Choice:
EMail:

Type User ID User Name
Primary

********************************EI\TD OF RECORDS******************************
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Deconfliction

ICACCOPS

HOME MY ICACCOPS | DECONFLICT FORUM GNUTELLA EMULE ARES Fol IRC GIGATRIEE TOR FREENET ADMIN REPORTS LOGOUT

ET UPLOADER: RECENT BT BT HISTORY IH HISTORY IH DESC. IH SEARCH TOP OFF OFF. MAP DL HISTORY

History for IP Address:
Show Direct Connects

Bittorrent Infohash Country|Region|City |Date / Time
13afe952655d36f5a5818760327940703a23989@ us TX Plano|1/30/2015 9:06:08 PM
13afe95e655d36f5a58182760327940703a23989@ us TX Plano|1/28/2015 4:11:36 PM
8ee07b18029056202¢8825e133532a67d0f5ec03@ us TX Plano|1/25/2015 10:18:58 PM
82e07b18029056202¢8825e133532a67d0f5ec03@ us TX Plano|1/25/2015 10:11:20 PM
82e07b18029056202¢8825e133532a67d0f5ec03@ us TX Plano|1/25/2015 10:04:24 PM
13afe95e655d36f5a5818e760327940703a23989@ us TX Plano|1/20/2015 9:56:45 PM
13afe95e655d36f5a58182760327940703a23989@ us TX Plano|1/20/2015 9:55:11 PM
13afe95e655d36f5a5818e760327940703a23989@ us TX Plano|1/20/2015 9:52:53 PM
13afe952655d36f5a58182760327940703a23989@ us TX Plano|1/20/2015 9:50:56 PM
13afe95e655d36f5a58182760327940703a23989@ us TX Plano|1/20/2015 9:44:45 PM
13afe95e655d36f5a5818e760327940703a23989@ us TX Plano|1/20/2015 9:44:45 PM
13afe952655d36f5a58182760327940703a23989@ us TX Plano|1/20/2015 9:43:53 PM
13afe95e655d36f5a58182760327940703a23989@ us TX Plano|1/20/2015 9:41:08 PM
13afe95e655d36f5a5818e760327940703a23989@ us TX Plano|1/20/2015 9:36:22 PM
13afe952655d36f5a58182760327940703a23989@ us TX Plano|1/20/2015 9:32:32 PM
13afe95e655d36f5a58182760327940703a23989@ us TX Plano|1/20/2015 9:30:55 PM
13afe95e655d36f5a5818e760327940703a23989@ us TX Plano|1/20/2015 9:28:42 PM
13afe95e655d36f5a5818e760327940703a23989@ Us TX Plano|1/20/2015 9:28:11 PM
13afe95e655d36f5a5818e760327940703a23989@ us TX Plano|1/20/2015 9:27:08 PM
13afe95e655d36f5a5818e760327940703a23989@ us TX Plano|1/20/2015 9:24:32 PM
13afe952655d36f5a5818e760327940703a23989E us TX Plano|1/20/2015 9:18:08 PM
13afe952655d36f5a58182760327940703a23989E us TX Plano|1/20/2015 9:07:08 PM
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Deconfliction

817e0637dd4bdfdb4bc032408dat30391d8fd609! Us X Plano|11/19/2014 7:36:05 PM
e2673d011fc94864fa169e81ad0287e4d7b78a219( US TX Plano{11/19/2014 7:36:03 PM
817e0637dd4bdfdb4bc032408da650391d8fd609! us TX Plano{11/19/2014 7:35:03 PM
1c5f6b4f915090f6a8b384e68c6f07791cBealb/ @ Us TX Plano|11/19/2014 7:33:49 PM
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Deconfliction

Details for Infohash: 817e0637dd4bdfdb4bc032408da650391d81d609

Total size of files: Bytes = 717,695,354, KiloBytes = 700,874, MegaBytes = 684
Number of files: 2,809

Number of Files Of Interest: 2,740

Number of Files Of Interest with Descriptions on IcacCops: 120

File

Indes File Size |[File Path File Name

awe pthe videos'!!! NEW 616 babypics -
0 417678 ||mixed&sorted \(pt pics) My babygirls (2vo suck ||dep_ 2209 jpg
fuck)

awe pthc videos'!!! NEW 616 babypics -
1 414528 ||mixedd&sorted'\(pt pics) My babygirls (2vo suck ||dep 2136 jpg
fuck)’

awe pthe videos'!!! NEW 616 babypics -
401908  ||mixedd&sorted'\(pt pics) My babygirls (2vo suck ||DCP_2169 JPG
fuck)

awe pthe videos'!!! NEW 616 babypics -
3 67279 mixed&sorted'\(pt pics) My babygirls (2vo suck |[2yo-0057 JPG
fuck)'

awe pthe videos'!!! NEW 616 babypics -
4 62959 mixed&sorted\(pt pics) My babygirls (2vo suck |janetd7 . JPG
fuck)

awe pthc videos'!!! NEW 616 babypics -
5 62255 mixed&sorted'\(pt pics) My babygirls (2yvo suck |janetd49 JPG
fuck)’

awe pthe videos'!!! NEW 616 babypics -
6 59293 mixed&sorted\(pt pics) My babygirls (2yvo suck |janetdd JPG
fuck)

awe pthe videos'!!! NEW 616 babypics -
7 59293 mixed&sorted\(pt pics) My babygirls (Zvo suck |[janet-015F JPG
fuck)'

National Criminal Justice Training Center
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Deconfliction

The following IP addresses have hits. Click on IP address to lookup the IP address.

Row Numb&r| |IP Address ||CUuntry||Region.||City ||A.res||A.tes Berse”eMule”G-nutella”Gnutella. Berse”Gnutclla.Z ||G—igatribe||Bitl;orImt ||T0r||Freeuet ||[tc
IP Address Ares”AIes Browse||eMule| G-nutella”Gnutc]la Browse||Gnutella2 ||G-igatribe|IBittorrmt T0r|IFreenet Irc
Totals [0 |0 0 o o 1 o 1 0 |1 1
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Social Media

Teaching the boys what Saturday's are supposed to be like.
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Social Media

Guess who just got a new car for her bir‘mday

- b el

hs — -~~-ﬁ~

'5'__ e /'h‘<‘

1
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Survelillance
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Survelillance
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Search of Residence

« Entry made at 7pm via knock and talk

approach

— Children getting ready for bed

— Wife out shopping

— Suspect was home and in the office of the
home (as seen through the window before
entry

— Subject was downloading CP upon entry

National Criminal Justice Training Center



Search of Residence
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Search of Residence
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Search of Residence
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Forensic Interview
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http://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0CAcQjRw&url=http://forensicoutreach.com/true-lies-4-reasons-innocent-people-make-false-confessions/&ei=FosZVdHaCsitogSfiYDABQ&bvm=bv.89381419,d.cGU&psig=AFQjCNGGOAmt7e2Gd4W_BT63S1EXWJIsjg&ust=1427823252877783

Forensic Interview

HEALING U
STy
‘ )

CHILDREN’S ADVOCACY CENTER
OF COLLIN COUNTY

N
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Forensic Interview
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Outcry of Abuse

« Oldest — No outcry of abuse but stated
that father seemed closer to the younger

sibling

* Youngest - Outcried to digital and oral

penetration

National Criminal Justice Training Center



Re-Interview of Suspect

« Subject confessed to the sexual abuse of
the child.

« Sentenced to life in prison for Aggravated
Sexual Assault of a Child

National Criminal Justice Training Center



BitTorrent Case Study

TWO
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BT Receptor

File  Limits

EQ0S@olem » O

Listen Stop @ Search Pause | History Filters Allow Ignore | Remove | Torrent | Diagnose Ports

IP Address Location Info Hash Files i
54 211 200 253 US VA Ashbum BhBE7670eb33dbfd F IBRaF 446R2624 7T A Te 2 X 0

65125 242 56 US AZ Tucson BhBE7670eb33dbfd F IBRaF 446R2624 7T A Te 2 X 0

54.211.200 253 US. VA Ashbum 8b687670eb33dbfd F IBEabf 446626247 F Je 22 0

54.196.170.155 US. VA Ashbum 8b687670eb33dbfd F IBEabf 446626247 F Je 22 0

6711721596 U5 AZ Tucson Bb6E7670eb33dbfd F IB6aEf 446626247 Te 22 0

173.209.211.195 us c2685605d51bdb 7hdfesf ¥ 44 105321641 1bebbf 0

65.189.220.33 US.OH . Canton 817e0637dd4bdf db4bc032408da650391d8fd609 730

24126193129 US GA Atlanta c8685605d51b4b Thdfesf 44105321641 1bebbf 0

17363245110 US.MJ.Monmouth Junction c8685605d51b4b Thdiesf ¥ 44105321641 1beSbf 0 =
7412711565 US . GA Butler 81720637dd4bdidb4bc032408da650351dB 605 0

7424225019 US.NC Chapel Hil 81720637dd4bdfdb4be 0324084265035 1dB 605 0

Fittered: 124.229.128.69

Current Status: Sleeping
Jobs Finished: 8501
Observations Logged: 1071260
Current Info Hash:
Current Linique Peers:
Previous Error:

DHT 5State: Ready &IXI?HL&%

National Criminal Justice Training Center



BT History

Il E' "I 35T |

File

Location Client Status Pieces  Acked  Written  Files Completed Started Stopped it
US.MI.Fammington aborted 80 375 101 4669 1257 201503-2701:16  2015-03-27 10:5§ )
Us.mi aborted 801 215 50 4665 850 2001503-26 1718 2015-03-27 03:0 3
us aborted 37 20 2809 569 20150308 1519 2015-03-08 18:15

us aborted 213 25 2809 543 201503-08 10:01  2015-03-08 13:25  B17e0637dd4bdfdbdbclid?
us aborted 241 22 2809 470 20150308 11:25  2015-030814:43  817e0637dd4bdfdbdbclid2
us aborted 148 40 2809 458 20150308 06:01  2015-03-08 10:08  817e0637dd4bdfdbdbc 32
us aborted 180 23 2809 445 200150308 08:08 20150308 11:37  817e0637dd4bdfdbdbc 2
US.AZ Tucson aborted 800 15 4665 405 20150308 01:03  2015-03-08 07:04  Bb6ET670eb33dbfd3f386a!
US.GA Douglasville aborted 685 635 10 2809 74 200150308 0732 20150308 10:44 817e0637dddbdfdbdbe 2
US.NE.Ashland aborted 685 136 61 2809 338 201503-2506:53 20150325 11:00 817e0637dd4bdfdbdbclid2
us aborted 685 270 13 2809 333 20150308 13:01  2015-03-08 15:55  817e0637dddbdfdbdbcli3?
US.CA Dicon aborted 685 118 25 2809 329 2001503141505 201503150307  817e0637dd4bdfdbdbc 32
US.NY Watertown aborted 685 314 2809 325 201503152018 20150316 04:20 817e0637dd4bdfdbdbe 32
US. TX Adington aborted 801 800 4665 288 200150314 14:05 20150314 16:13  Bb687670eb3I3dbfd ¥ 386at
US.MI.Famington aborted 20 407 4665 286 201503-2713:35  2015-03-2716:31  Bb6ET670eb33dbfd 3 3863t
us aborted 685 51 2809 241 20150308 01:36  2015-03-08 06:04  B17e0637dd4bdfdbdbclid?
us aborted 685 2594 2809 217 20150308 14:38 2015030817159 817e0637dd4bdfdbdbcid2
US.CA Dicon aborted 685 200 2809 213 201503-1508:58 2015-03-1516:32  B17e0637dd4bdfdbdbc 32
us aborted 685 515 2809 202 2001503-2503:32 201503250814  817e0637dd4bdfdbdbc 32
US.NJ Fort Lee aborted 685 685 2809 158 20150322 12:55  2015-03-22159:38  817e0637dd4bdfdbdbci32
US.TX Schertz aborted 685 243 2809 154 2001502251750  2015-02-2523:57  817e0637dddbdfdbdbelid2
US.NC Weaverville aborted 685 685 2809 170 2001503150755 201503191318 817e0637/dd4bdfdbdbe(32
e . . . === R e e ——
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Background

« It was learned the suspect was a
babysitter and a children’s gymnastics

coach for several gyms.

* Provided babysitting services in your

home for your convenience

National Criminal Justice Training Center



Search Warrant Conducted

« Subject had pawned his laptop at a local

pawn shop

« Subject had pawned his tablet at another
(different) pawn shop

National Criminal Justice Training Center



Computer Forensics

 Over 6,000 images and videos located in

the recycle bin on the laptop

« Evidence of torrent searching located

laptop and tablet

National Criminal Justice Training Center



Torrent search engine

Todddlers. babies. little girls pthe pics [sponsored link]

We would recommend vou to use this download link for verified download

Todddlers, babies, little girls pthe pics torrent

Title: Todddlers, babies, little girls pthe pics
# Direct Download Category: Other
_ Size: 800.32MB
youncedaprogram ke Hasp; $b687670eb33dbfd3 3865446626247 7£Te22f
- For Abuse please click hers
~» Magnet link Search more at:  on Website | =a href="https://www

National Criminal Justice Training Center




Computer Forensics

i Ly B0fle into other folders
El E}E babysitting stuff
. I E:}[EI Acro-Tex summer camp 2010 (not everything)
- E}E babysitting for bambi 2011 {not everything)
e[ kinder kids
EH:}[E luis's place with angel and brother 2009 maybe through 2011 {not everything)
. - |agd Picture 019.jpg
| [-L> g Picture 020.jpg
----- ﬂ me at 16.jpg
- E}[ﬁ nanny for keona and sydney at jadyns (not nearly everything lol)
E}E wish I had camera, but just memories
E-C 5 pic f
-5 picm
-2 pic m&f
-2 vid both m&f
By vid f
i L) vid m
F-CT video stills
: I E}E [unallocated space]
: - L] Unpartitioned Space [basic disk]
- L4 QSAS - 320GB WD HD stand alone internal [E01
@) QSA7 - IBM 9GB internal HD.EO1
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Computer Forensics

« Subject found to possess images from
various gyms - talked about making
“forts” with the children and abusing the
children while they hid in the forts from
the other children.

« Images found to support this

National Criminal Justice Training Center



Building Forts
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Building Forts
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Building Forts
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Computer Forensics

« Information was found about how he

would drug the children to get them

sleepy so he could abuse them.

« Images that he took were found to

support this.

National Criminal Justice Training Center
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Computer Forensics

Summary of Qualifications

Experience managing small and large groups of children in various environments including
aquatics and other places where there is a lot of open space such as public events, field
trip organization and attendance,

Scheduling and managing staff of up to 10 including scheduling and supervising lifeguards
and head guards, public and general patron relations, training new coaches, managing
various programs and leading other activities in various environments

Childeare licensing training 2009 -TDPRS- and some training in SIDS/SBS/ECBD

Career Driven and interested in a professional position with opportunity to move forward

Making a difference in kids lives in the gym for nine years and loving it!

National Criminal Justice Training Center



f ¥ g 8. Duties involved assembling
orders fru:rm vrarv:hcrusa and Dﬂ:lf:t’ stu:rraga locations and preparing for client pick-up or for
delivery.

-5tar Center Gymmastics, 3100 Slaughter In. West Bldg B, Austin Tx. “08° Coached pre-school
and rec. level classes, and helped with bovs team [yls 3, 4, 3, and 6. Also did summer camps, and
after school care

-Capital Gymnastics, 13900 IH35, Austin, Tx °07° Coached boys team, girls and bovs
recreational gymnastics, pre-school gymmnastics, and tumbling classes

-The Austin Children’s Shelter . 804 Rio Grande, Austin, Tx. 78701 2007 Direct care of
children in a "temporary residential environment” to children who were removed from their
homes for various reasons mostly due to neglect. Duties include all parental duties some of
which include transporting children to appointments, getting school age children to the bus,
feeding infants and younget children, homework, bathing and hygiene, as well as monitoring and
documenting behavior daily for the childrens files and for the gpsite psvchologists and
therapists.

-The City of Eyle, 100w, Center 5t. Evle Tx 78640, *07° Duties included seeing on-site daily
operations of the pool ran smoothly, patron relations and policy enforcement, pool and chemical
maintenance, supervision of head lifeguards/staff and keeping up with training hours, cleaning
schedules, & helping coordinate as well as coaching swimming lessons, etc...

-The City of San Marcos, 555 Cheatham Rd, 5an Marcos, Tx. 06" Headed all the lifeguards, and
assisted in scheduling and helping coordinate logged hrs of training lifeguards require each vear,
pool and chemical maintenance, as well as maintaining patron relations and policy enforcement.

-The Little Gym, 4404 Wm cannon Dr. Austin, Tx ‘06" Coached pre-school and recreational
gvmnastics and implemented pre-made nation-wide chain lesson plans each week with different
themes and skills of focus

-Rachel’s Tumble-Bus, 2721 Miller Ct, Wichita Falls, Tx. (address is former owners home, bus
was mubjlaj EI:- QMW ml:luded hut were not hmjtv:d to.. m%m

0 al i 21 ; VCa ; General
mmntanancf: of tha bus as mall as drn mg tl:u: full sm:d bus [nn passangers no CDL required) to
schools where we coached the kids.
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Computer Forensics

« Over 15,000 images of CP found

 Over 1,200 videos of CP found

 Production evidence recovered

National Criminal Justice Training Center



More Background Found
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Case Information

« Canvas to Gyms that he was involved with
as well as daycares was made, asking for
anyone with information to come forward.

4 victims have been identified so far

« Case is pending a plea agreement

National Criminal Justice Training Center



Contact Information

Robert Erdely
(484) 727-8283

Jeff Rich
(972) 941-2631

National Criminal Justice Training Center



